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Abstracl This paper examines routing and broadcasting algo­
rithms for hypercube computers subject to oodc failures. Fust 
some simple mcssage-pa55ing algorithms arc described which 
perfonn well with certain fault patterns, but poorly with others. 
The concept of an unsafe node is introduced to identify fault­
free nodes tha! may cawic communication difficulties in faulty 
hypercubes. It is then shown that by only using "fcasil>lc" 
paths that tty to avoid unsafe nodes, routing and broadcasting 
can be substantially simplified.. II is assumed that each active 
node is supplied with the fault swus of all neighboring oodcs 
within a specified radius t. A computatiooally efficient routing 
algorith!II is p-=tcd which can route a message via :i path cf 
length no greater than p+2, 11,here p is the illin.imum feasible 
distaDcc from the source to the destination, provided that DOI 

all non-faulty oodcs in the hypercube arc unsafe, and t • 1. 
We further show that broadcasting can be achieved under the 
same fault C0llditioos with only ooc more time unit than the 
fault .free case. 

1. Introduction 

Massively parallel distnl>utcd-memory machines arc receiving 
increasing ani:otion to meet the demand for high-s~ reliab1" 
processing coupled with low hardware cost. Many intercoonec­
tion structures have been proposed for these machines, and a 
few have been implcmcnled. Among the lancr, the n­
dimcnsiooal hypercube or n<Ubc Q,. offers a nmnbcr of 
advantages (6). It has N,. t' nodes (processors) and a rela­
tively small diameter which is achieved with 112""1 edges 
(links). Processors typically com.municale by transmitting mes­
sages in store-and-forward fashioo via inlermcdiale processors. 
The hypen:ubc architecture can handle a reasonable amount oC 
interprocessor message ttafJic, and also provide 101De dcgrcc of 
fault tolerance. When one or more DOdcs fail, the relatively 
large number of links often enable the fault-free nodes to con­
tinue commnnicating with one mother. In this paper. we 
examine the design of efficient routing and broadcasting algo­
rithms for faulty hypcrcul>e computers. 

The node-to-node routing problem for fault-free hyper­
cubes has been studied by several resean:hers. Sullivan and 
Bashkow [l] describe what is .oow the stmdard algorithm for 
routing messages between ubittary pairs of nodes of Q,.. This 
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simple deterministic algorithm always finds a minimum-lmgth 
path. whose length is at most n, with very little computatioo 
overhead. 1be message aaflic congestion sometimes occurring 
with deterministic routing can be alleviated by using adaptive 
methods, such as routing messages via the least congested 
routes. Valiant (8) defiocs an alternative oon~erministic 
approach that adds randomness to the message traffic to reduce 
coogestioo. This method first sends each message to a ran­
domly chosen node and then routes it to the final destination 
via a randomly chosen minimal path. The message delay is 
IJ(iogN) with high probability. The standard algorithm for 
t,roadcasting a message 10 all oodcs from a single soo..--cc is 
also given in (1 J; this falls in the class of Sparming Binomial 
Tree (S81) algorithms which attelllp( to find an embedded 
binomial tree in the hypercube. Ho and Johnson (4) discuss 
the SBT algorithm in detail and also define a faster variant of it 
called the Multiple Spanning Binomial Trees (MSB1) algo­
rithm. Katcseff [3] describes routing and broadcasting algo­
rithms for "incomplde" hypercubes which arc hypercubes with 
certain DOdes removed.. All the foregoing message-passing 
algorithms break down. however, when nodes of the hypen:ubc 
fail. 

Thili ~ proposes several l'OUlulg and broad::asti:ig 
algorithms for hyper;ubcs that L--C subject to node failures. We 
first ~how that if each node knows the locations of faulty nodes 
in its immediate vicinity, simple routing algorithms can be 
designed to tolerate certain "local" faults. 1bcsc algorithms 
require littJe computatioo ovemcad to decide the next forward­
ing node for a message. However, under some complex fault 
patterns they cause unacceptable delay by routing messages 
through uoucccssarily loag paths. This problem ,;an be 
solved by giving each nodc complete informatioo about the 
fault locatioos in the hypercube and having it compute a 
minimal path for each message. However, the potentially large 
storage requirements for fault information as well as the associ­
ated computatioo overhead make this approach unattractiv,.. 

We next consider routing and broadcasting in faulty 
hypercubes when each node has limited infoonation about the 
faults in the system. The basic idea is to identify certain nodes 
in Q,. that may cause excessive routing delay with the current 
fault pattern. By not forwarding messages to these "unsafe" 
nodes during message routing or broadcasting, the message­
passing process can be simplified and its delay reduced. Some 
properties of unsafe nodes are presented. and a distributed 
algorithm with communication complexity O(n1) is devised to 
identify all the unsafe nodes. We show that after all unsafe 
nodes arc identified. a comp•1ta1ionally efficient routing algo­
rithm can direct each message to its destination via a path of 



.. 

length no greater than the minimal source-destination path 
length plus two. provided that the number of faulty nodes is no 
more than f n/21, We also show that broadcasting can be 
achieved within n+ I steps. Extension of the results to systems 
with link failures is also discussed. 

2. Preliminaries 

Each node of an n -dimensional hypercube Q" is given a dis­
tinct n-bit label x; = 1112"'1", such that two nodes connected by 
a link (edge) have labels that differ in exactly ooe bit The 
number of bits in which labels x. and x. differ is deno!ed by 
d(_x .x .); this is the Hamming dis:ance ~tween the nodes. A 
link donnecting two nodes has inda i if the labels of the nodes 
differ on.iy in the i-w bii.. A k-dimensional subcube (k­

subcube) of Q". where k S n. is a subgraph 'lf Q" whicl! is a 
.t-dimer.,ional hypercube. A k-subcube of Q" can be 
represented by a ternary vector A = a1a2 .. .a", where a; e 
I 0, I,• I. and • denotes an element that can be both 0 and 1. 
For exam!'le, A = 01 •• represents the 2-subcube of Q4 with the 
node set 10100, 0101, 0110, 0111 J. Given two subcubes 
A= a 1 .. a,-. .a. and B = br . .b;···b.. the inrercUM disra11u 
D;(AJJ) between A and B along the i-th dimensioo is 1 if la;, 
b.J = 11, OJ: otherwise, it is 0. The distance between two sub-
' . 

cubes A, 8 is given by D (A .B) = }:D; (A ,8). 
i•t 

A parh P of iength I is an ordered sequence of nodes (x.,. 
xii' x,-i .. -• X;i), where die x/s are node labels with O S j S I, 
and xiJ: ~ xi!+I' for OS k S f-1. An equivalent representation of 
P, which we call a link repre~nrarion, and which will be use­
ful later, is xilJ'l(jl, j 2, .... ji), where j 1 is the index of the link 
between xil-l and x.f This means !hat P Stans from xlJ, 1im 
passes through the link with index j 1• then passes through lbc 
link h• and cootinucs until it reaches the link with index jr A 
path between two nodes is minimal if there is no shona path 
between the nodes. Two nodes separated by Hamming dislmce 
r haver! different minimal paths connecting them. It is possi­
ble to liad n disjoint p.:ths bc:wecn every pair of nodes, among 
which r paths have length r and n - r have length r + 2. 

In our discussion, the nodes of a hypercube represent pro­
cessors which communicate with one another by passing mes­
sages over links in store-and-forward fashion. Each link 
between adjacent nodes represents a bidirectiooal communica­
tion channel for message passing. We assume Iha! a processor 
can send out a message through only one channel at a time, 
and that each oodc-to-node message transfer requires one time 
unit A routing algorithm directs the message from the soun:e 
to the destination via some path in Q,. and is executed by each 
processor along the path. A node is faulty if the corresponding 
processor fails. It is assumed that a faulty node and all links 
coonected to it are effectively removed from Q,. and so cannot 
be used for routing messages. An attempt to use a faulty node 
or one of its links may result in the loss of messages. A path 
containing no faulty nodes is called a feasible path. A feasible 
path is minimal if it is the shortest feasible path in Q. between 
the end nodes. We say a routing algorithm for a faulty hyper­
cube is optimal if it finds a minimal feasible path for each 
message, whenever such a path exists. 

To facilitate our discussion, we define .f..(x~ .) to be lbc 
coordinate of the i-th bit from the left in which hie labels X; 

and x. differ. A similar function g1-<.x~-) gives the position of 
the i-Th common bit between x1 and .r~ If x1 and ;r. have no 
(all) bits in common, K; if;) assumes the1 value 0. For bxample. 
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fi(OOI IOl,001010) = 4 
fi(OOl IOI ,001010) = 5 
g 1(001101,001010) = I 
g2(001101,00IOIO) = 2 
/1(001101.001101) = 0 
g,(001!01,110010) = 0 

We now briefly describe the standard deterministic rout­
ing and broadcasting algorithms u:;ed in fault-free hypercube 
computers. The bask routing •lgor;thm ROUTE, as discussed 
in [1], is defined in Figure l(a). Let src he th~ label of lhe 
source node and de:.t be the label of destination. 1be message 
traverse• the path srcl(/1(src,dest)/i(src,desr), ... f/s,-c,desr)), 
where k = d(., < ,desr). For example, if src = 00000 and 
dt!!t = 01101, then the message path will :,C 00000/(2,3,5), Le., 
from node 00000 to 01 :01 via nodes 01000 and 01100. Note 
that each time a node forwards a message. the distance to the 
destination is reduced by one. Hence this routing 1echnique 
always selects a minimal palh and so is optimal. 

The basic broadcasting algorithm BROADCAST for 
fault-free bypetcubes is summarized in Figure l(b). An n-bit 
control word called COWTROL is sent with each message to 
tell a receiving node bow it should continue broadcasting the 
message. F.xamplcs of such control words are the travel array 
in [3], and the wtight variable used in (1]. If an intermediate 
oode receives a message with the i -th bit of CONTROL set to 
1, then it sends out a copy 0f this message on link i. Figure 2 
shows bow this algorithm works in Q4• The 4-bit word CON­
TROL received by each node is sbowu in angle brackets, and 
an arrow labelled i indicates that a cqpy of the message is sent 
along the correspooding link in the i-th time un.iL Note that 
die message paths of this broadcasting algorithm fonn a span­
ning tree of Q •. 

AJcorithaROUIE; 
I In 1bc following, curr is 1bc current oode label md tkst is 1be 
dcstioatioo node label I 
becin 

md. 

for every message 
ir C1UT = «.t 

thee Retain message in Dvde our. 
else Send message to ocig!Doring processor via lint: 

ft(Cllll JUSI); 

1t1<syr) is !be first bit in which node labels .rt aod xi 
differ.I 

(a) 

Alpritha BROADCAST; 
I src is the source node labd. J 
beciJI 

md. 

ir cwr = src 
dim foe i = 1 to II CONTRO~,] t- l; 

foe i., 1 to 11 

ii CONTROL [1] = 1 
then beciJI 

CONTROL [1] t- O; 

Seod a message and CONTROL to oeigbbor via link i; 
md; 

(bJ 

F'apn 1. (a) Algorithm ROU'IE for oode-10-oode routing; (b) algo­
rithm BROADCAST for broadcasting in a fault-free 
bypcrasbe. 

: .:,// .,-,_.:.,_.,:... ; •: ., . • . ..:a;•;".,;~,•,i,i.,;, ~-:.• a -;,;/,,;,.,tl.,.~.•:-::-,.~: • .,·-~• ',~~,C~~1-<l>',";.,; •,(.' • s!>]$ ',,,j '1 ;-., _ _-·,• •• • ,~""'<•~~• • ;.,,•?.:..,.~0 •; • •; • ,. '., 
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Fipre 2. Broadcasting a message in a fauh-frec hypercube using 
BROADCAST. 

3. Routing in Faulty Hypercubes 

We begin by illustrating three common problems of routing 
messages in a faulty hypercube that our method addresses. 
Consider first the situation shown in Figure 3, which is Q, 
with three faulty (black) nodes 0110, 0101 and 0000. Suppose 
that a message is to be sent from node II 10 to node 0100. If 
oodc 1110 docs DOI "know" that node 01 IO has failed. and 
attempts to send the message through it, then the message is 
losL But if node 1110 is aware that node 0110 is faulty, lbco 
it can send the message to the fault-free oodc 1100, which can 
forward the message 10 thc destinati.:lo node 0100. 

Next suppose that node 0111 wants to communicate with 
node 0100; in this case, all the minimal paths between these 
nodes have bcco destroyed by the node failures. Depending on 
lhe routing algorithm used. lbe message may first be scot 10 

node 1111 and then find its way 10 0100 eilhcr through 1110 
and 1100, or through 1101 and 1100. Although the length of 
each of these paths is greater lhao the Hamming distance (2J 
between the source and destinatioo.. the paths are minimal 
feasible paths. A different routing strategy that is "unaware" of 
the failure of node 0000 may send the message to nodt 0011 
first. The message can subseqllClllly find its way 10 node 0100 
via node 0000. Since all the mmimal paths from OGI I to 0100 
arc blocked by faulty nodes., another loogcr palh has to be 
chosen. This increases the path lcngL'? by at least two. 

Fmally, if node 1111 has to send a message to node 
0100. the message can travel through nodes 1110 and 1100 to 
its destination. lo this case the path length is three, which is the 
minimum. But if node 1111 first sends the message to node 
0111, the extra routing dcby illustrated in the previous exam­

ple results. More complex routing problems can be constructed 
by varying the fault pattern. 

F"ipre 3. Hypercube Q4 with~ faulty (black) nodes. 
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The examples above show Iha! knowledge of the loca­

tions of faults in Q. is necessary to assure the the success and 
efficiency of message routing. We asswne there exists a 
mechanism to detect the faulty/DOIi-faulty status of a node and 
10 provide !his fault information to nodes Iha! need ii for rout­
ing decisions. Thus each node is assumed to store fault infor­
mation, called its fault list. for some designated set of nodes. 
There is :: simple and fairly oatuRl way of defining !he infor­
mation that node x has about node y in terms of the distance 
between x and y. Node x is said to have k-n~ighborhood infor­
mation if its fault list idemifies all faulty nodes at distance k or 
less from x. If k = 11, then .-ach node knows the fault state of 
the eDlire system; whei; k,. I. each node knows ooly the state 
of its nearest neighbors. 

We will assume that messages are only sent to or from 
DOD-faulty uodcs. Later we will briefly discuss bow cases 
'IVhere this condition is violated miohl be bandied. 

3.1 Two-State Nodes 

FtrSI we assume that every node x is in ooe of 1DC two states, 
faulty or DOD-faulty, and has a fault list identifying all faulty 
nodes in its t-ncighborhood. (Later in Section 2.2, we will 
introduce a third cooditioo called unsafeness to further refine 
the non-faulty state of a node.) When a message oeedlt 10 be 
sent from or forwarded by .r, node x anempu to compute a 
shortest feasible path based OD its fault l.isL If k .. II, i.~ .• X ha: 
a c~mplc;iC fault list. then an exhitllStive search through all 
known sourcc-<lcstinatioo paths alway:; le.:.ds to an optimal 
routing decision by .r. However, lhe size of lhe fault list tbal 
must be stored. and the high computatioo time to search 
lhroogh the fault list may make Ibis approach unanractive. 
When t < n, the fault lists require less memory space and com­
putation, but the routing algorithm may no looger be optimal 
Thus there are obvious trade-Offs between !be quality of !be 
routing decisions; the quantity of inf ormatioo stored in each 
node, and the computation time needed. 

The routing computation time can be reduced by cbeckiag 
only the disjoint paths from source 10 dcsti11a1ior1 to find a 
nurumal Jeasible path. Figure 4 shows a routing ::Igor.Ihm, 
called ROUTEl(k), based on Ibis approach. The parameter k 
indicates that each node's fault list specifics all faulty nodes 
within its k-neighborhood. ROUTEl(k) generates disjoint 
paths by using the fact that. if a; ~ aj for i ~ j, then the 

paths xl(a 1 "½.D3,···,a,.), .xl(a2.D3,···.a.,.a I )r-• .rl(a.,.a l' ... .a.,. I), 
oblained by cyclically shifting !be first path. have only their 
first and last nodes in common. Suppose that a message is to 
be sent between two nodes x and y separated by the Hamming 
distance r. Let D; "'/,.(x,y). for i"' lr .. ,r, and Jet CIUT be the 
current node label. ROUTEl(k) checks lhe first I: nodes in 

each of the r paths cuni(a1.a2.a3, ... .a,), cwrl(a2.a3, ... .a,..a1)r••• 
cwrl(a,..a1 •... .a,_1). against the ~urrent node's fault list to sec if 
there exists a feasible path. i.e .. oue which is not blocked by 
faulty nodes. The first path fowxl that has DO faults in the first 
t nodes is chosen. and the message is sent to the node in this 
path that is adjacent to the current node. If all these minimal 
paths are blocked by faulty nodes, then ROUTEl(I:) checks 
through the non-minimal path P; = curri(_g;(x.y).a1.a2 •... .a,.. 
g.(.r,y)l, for i from I 10 11 - r. 1be first P. which cootains DO 

f~ulty node among its first k nodes is tbeo ~boscn. 

TbfOrem 1: Suppose that a message is to be passed betwcco 
two nodes separated by Hamming distaDCe r. Algorithm 
ROUTEl(k) finds a minimal feasible path for the message if 
each non-faulty node in the system has no more than k faulty 
nodes in its t-neighborhood and t < r. • 

' 

1 



AJ&orithnl ROtITEl(k); 
( Each node keeps a faull list FAULT for its k-aeigbborhood. I 
begin 

end. 

I +- d(,a,rr ,d,<t); 

(d!.curr.d~st) is the Hamming distance between curr and destl 
ror i = I to I m(r) +- i; 
fori=lto/ 

if DO node :n FAULT is in the fust k nodes of the palh 

curr ',if lll(,1(crur .tkn). f lll(l)(curr .dm).-/ lll(icurr .d~sl)) 
tbea begin 

Send message via link L 1(curr .Jk.•t1, 
Exit; ~· 

end; 
else ror i = I to I m(i) +- (m(i) mod I) + I; 

( Shift it,., indexes cyclically. I 
(oci:..ltlin-1 

if DO node in FAULT is in the fust t nodes of lbe palh 

\. 

curr 'I.A,~cwr .tkst)/t(crur .tkst) •.. //cwr .tkst),g {ciur .tkst)) 
the.. Send mesAF via link 1 .(cwr ,den); ' 

I 

Figure ,. Algorithm ROUTSl(k) foe routing mesAges ill faully 
bypcmibes. 

Proof. There are r disjoint minimal paths between die IOUl'Ce 
and destination nodes. Since k < r, the source always selects a 
path which it coosiders feasible according to its limited (k• 
neighborhood) fault ioformalioll, and sends the message to the 
next node in that path. The same procedure is repeated until the 
message is forwarded to a node x at distance k + 1 fl\Jlll tbe 
destination. '·Node x then cbooses a palb P which it thinks is 
feasible among the k + 1 disjoint minimal paths from x to the 
destination., and forwards die message to die next node in P. 
Note that tbere always exists such a P since: (1) k + 1 > l:, die 
maximum number of faults; (2) x knows the fault status of die 
first k nodes in P; and (3) die (k+l)-dl node is the destiDatioa 
node, which is assumed fault.free. We also observe dial if' 
node x1 finds that P • <;c1.xr···.x; is feasible for Isl:, lben 
oode X;, wbeR 1 S I S I, can determine that P0 

• <;c;.z;+i~-.x,> 
is feasible, since each oode follows the lllllle ::becking pro­
cedure. Hence this routing algoridml forwards tbe message 
tbruugh tbe minimal feasible path. · 

Corollary 1: If k S 2 and DO DOIi-faulty node bas more than k 
faulty nodes in its 1-neighborbood, then ROU'l'El(k) is 
optimal. 

When k S 2, ROU'l'El(k) searches the disjoint ::iiDitnal 
paths for ooe which is feasible according to the CIIJretll node's 
fault list. If tbere exists a minimal palh which is feasible, die 
message will be sent through iL If all minimal paths are 
blocked, ROUTEl(k) finds a feasible path of length two 
greater lhan die minimal path length. and this must be a 
minimal feasible path. Hence ROUTEl(k) is optimal. for k S 2. 
When k 2: 3, the disjoint paths DO longer cover all millimal 
paths, hence the routing may not be optimal. 

To improve the quality or the routing decisions for k 2: 3. 
ROUTEl(k) can be modified to form a new algorilbm 
ROUTE2(k) that sean:bes the set of all minimal paths (11011-
disjoint as well as disjoint) for a feasible oae according to the 
current fault list. If DO such path exists, the mctbod of 
ROU'l'El(k) is used to search for the shortest non-minimal path 
that is feasible. 
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Thtorem 2: ROUTE2(k) is optimal for ks; n-1, provided that 
there are no more than k faulty nodes in the k-neighborhood of 
each oon-fauliy node. 

Proof. Suppose that a message is to be passed between two 
nodes separated by Hamming distance r, where k < r, 
ROt.'TE2(k) reduces to ROUTEl(k), which can always find a 
minimal feasible path by Theorem I. When k = r, ROUTE2(k) 
also finds a mmimal feasible path, if one eXJsts. by cbeclting all 
possible mi!!imal paths. 1f all such paths are blocked (which 
needs at least k faulty nodes), then ROUTE2(k) will direct the 
message 10 a nC'1e at distanco: k + 1 from th .. destination: rhis 
reduces to die case r"' k + 1 considered above. Ftnally, when 
k > r, ROUTE2(k) checks all the minimal paths between the 
source ,nd destinatioo tc find a feasible one. 1f tlle minimal 
paths are all blocked. ROUTE2(k) checks the Other n • r dis­
joint paths with length r + 2. Since 11 • r > k • r, at least one 
such path is a minimal feasible path. Therefore ROUTE2(k) 
finds a minimal feasible path for a message where k > r. Since 
in all cases ROUTE2(k) finds the minimal feasible path. the 
theorem follows. 

We also note that ROUTI::2(n) is optimal provided that 
there are fewer than n faults in the system. One can easily see 
that ROUTE2(1) • ROUTEl(l) and ROUTE2(2) = 
ROUTE1(2). ROUTE2(1) is optimal only when DO non-faulty 
node bas more lhan ooe faulty nearest neighbor, while 
ROT JTE2(n) places DO such restriction Oil the fault pattern. 
These results show that the straightforward ROUTE1/ROUTE2 
approach can tolerate many faults lf the faults .. -e dispersed. 
However, optimality is lost if the cooditions stated in Corollary 
1 and Theorem 2 are violated. . 

3.2 Three-State Nodes 

We now introduce the notioo of an unsafe node based on the 
observation made in die previous sectioo that cenain nodes sur­
rounded by faulty nodes can trap or delay messages forwarded 
to them by ROU'l'El(l), the weakest version of ROUTEl(k). A 
DOD-faulty DOde is in the unsaf~ State ii ii bas at Inst IWO 

faulty or unsafe neuest neighbors. All unsafe nodes can be 
identified recursively from this definition. For example. node 
0010 in Figure 3 is unsafe because it is adjacent to two faulty 
(black) nodes. Similarly, node 0001 is unsafe. Since 0011 is 
adjacent to the non-faulty but unsafe nodes 0010 and 0001. it 
100 is unsafe, and SO on. A DOD-faulty DOde which is not 
unsafe is active. Thus a node may DOW be in one of the three 
states: active. unsafe OI' faulty. A subcube of dimension 1 or 
IIKH"C is an unsafe subci,be if' it contains only unsafe or faulty 
nodes. AD unsafe subcube is maximal if it is contained in DO 

other unsafe subcube. For example, lhe 3-subcube o-•• of Fig­
ure 3 is a maximal unsafe subcube. We will show that if there 
are no more than f n/21 faulty nodes in an n-dirnensiooal hyper­
cube, a ROUTEl(l)-like algorithm guarantees near-minimal 
routing delay. 

Before proceeding, we consider bow all unsafe nodes 
might be identified by an actual hypercube sysic:m. Figure S is 
a distributed algoridml called FIND_UNSAFE to identify 
unsafe nodes which is designed for parallel execution on a 
hypercube. We assume lhal each node keeps li!•s of tbe faulty 
and unsafe nodes of its I-neighborhood. Initially, each node 
bas only a list of faults in its I-neighborhood, and an empty 
unsafe list Each DOD-faulty node then checks its faulty and 
unsafe lists to decide if it itself is unsafe. and it exchanges this 
decision with all its noo-faulty nearest neighbors. The unsafe 
list of each node is then updated if necessary. The communi-



Algorithm RND_UNSAFE; 
I Each node keeps a fault list FA.ULT of length .1c. and m 
unsafe list UNSAFE with length /1 for its 1-ne,gnoorhood. 

Initially UNSAFE is empty. I 
begin 

for i = I lo B begin 
I B is the the "number of times each node exchanges 
its" st:uus information with its non-faulty nearest 

neie'1bors; = the Appcndu I 
if/+/>I 

{hen 1Mari: the current node as unsafe; 
for j = I lo " begin 

Receive status s rt-om neighbor , cooocctcd by 
liolc j. 
ifs = unsafe and r: is DO( io UN:;A.FE begin 

Add r: to UNSAFE; 
I,._ I,+ I; 

md; 
ffld; 

md; 
mcL 
Flpre 5. Algorithm RND_UNSAFE for idcotifyiog imafe node:; io 

Q •. 

cation complexity of this algorithm is O(n1); sec the Appendix. 
If each node has n-neighborhood information, then an algo­
rilhm with computation complexity O(f1 ) can be devised to 
identify all unsafe node~. where/ is the number of faults. 

Toe following theorem defines the structure of the unsafe 
nodes .:if Q •. 

Theorem 3: Toe unsafe and faulty nodes of a hypemlbe form 
a set of maximal unsafe subcubes such that tile distance 
between any two of them is at least three. 

To sec why this is true. we lint observe the foUowing 
property of algorithm FIND_UNSAFE. Two nodes (or sub­
cubes) which are either faulty or unsafe, and at diswlce two 
from each other, will make the node between them unsafe if 
that node is non-faulty. This is because the inlermedute DCde 
bas al le..st two WI.S:lfe or faulty IIC.&J'cs: neigt,bors. TI!creforc 
unsafe subcubes at distance two or less from one aoother will 
merge into a bigger unsafe subcube. These merge opentiom 
will not cease until all unsafe subcubcs are at least at distance 
three from one ano<her. 

N. discussed in the Appendix. it takes at least f k/2 + 1 l 
faulty nodes to make a .t:-subcubc unsafe. Hence if the number 
of faulty nodes in Q. is no more than fn/21. Q. can DOl be. 
unsafe. In the following discussion, we always assume that Q. 
is not unsafe. 

Next we consider using the unsafe node tnformatioo to 
simplify the routing problem. A routing algorithm 
ROUTE3(1). which is an extension of ROUTEl(l) to handle 
unsafe nodes, is described in Figl.D'e 6. The underlying princi­
ple of ROUTE3( I) is to avoid forwarding messages to unsafe 
~•. if possible. However. ROUTE3(1) will send a message 
to an unsafe neighbor if all the active nearest neighbors lead to 
infeasible paths. or paths that are of non-minimal length. 

R0trrn3(1) may be summarized as follows. Foc a mes­
sage at node curr destined for node dest, ROUTE3(1) checks 
sequentially if the node connected by the link indexed 
f/,CIITr .dest) is active, for i from 1 to d(c,ur ,desr). Toe lint 
such node is chosen as the next node for forwarding the mes­
sage. If there exists no such active neighbor. then ROUTE3(1) 
chooses an unsafe neighbor connected by the link indexed 
f,-(.CIITr .dest) with the smallest i. If all neighbors connected by 
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!he links indexed with f;(curr .desr). for i from I to d(curr ,dest), 
are faulty, ROUTE3(1) forwards !he message to an active 
neighbor connected by the link with the smallest index. NOie 
that since Q. is not unsafe, each unsafe node in Q. must have 
at least OIIC active nearest neighbor. 

We claim that if only the active nodes communicale with 
one anOlhcr, algorithm ROUTE3(1) always finds a minimal 
feasible path for every message. Thus the algorithm is optimal 
in this particular case. This can be as follows. After identify­
ing all the unsafe nodes. the reriaining active oodes will each 
have at most ooc unsafe or faulty nearest neighbor. If we use 
ROI.TIBl(l) 10 route messages and allow no messages to be 
passed via unsafe nodes (as if they were fauity), then by Corol­
lary i in the previous seclion, algorithm ROUTEl{l) is 
opliulal. Since RQUTE3(1) em;:-!oys !he same s:rategy as 
ROUTEl(l) in this case. ROUTE3(1) is also optimal. Figure 1 
illustrat.-:s an example .:if this case. A,.;tive (-.i.iile) node a wants 
IO communicale with active node b. ROU'IE3(I) routes tbe 
message sent from a via a minimal feasible path that avoids 
unsafe (gray) nodes. 

Now consider the case when the source oode is active 
and the des1ination is unsafe. ROUTE3(1) forwards the mes­
sage 10 the destination via a minimal feasible path in which all 
intermediate nodes are active. An example of this is shown in 
Figure 7 for nodes c and d. Similarly, in the reverse case when 
the ovUrCe ~ i• unsafe and t!!e dt<tination is :ictive, 
ROUTE3tl) also for..,ards the message via a minimal p.lh. 
Hence in both cases ROUTE'.'l(l) is optimal. 

Finally. SU!JPOSC that both the source and destination 
nodes are unsafe. If they are in different maximal unsafe sub­
cubes, then there always exist minimal paths between them 
with all intermediate nodes active. ROU'IE3(1) forwards lbc 
message through ooe of these minimal pelh.1. An example is 
also given in Figure 7 for nodes e and f. If the source and 
destination nodes are in the same unsafe subcube, the message 
is forwarded to tile destination inside this unsafe subcube along 

AJ&oritha ROUIE3(1); 
bepn 

I ._ dC.cwr .dnt); 

fori•lle/ 

md. 

ii neighbor coooeaed by 1ioli:: /,i.CWT .lkSI) is DOI in eilhcr 
UNSAFE or FAULT 
tbeabecia 
( Selca ao active neighbor in a minimal palh to dnt. I 

Scod mes.uge via link f J.a,r .dut); 
Exjt; . • 

end; 
feris(le/ 

ii neighbor c:omected by lim:.f,{cwr.lkst) is DOI in FAULT 
tbeabecia 
(Sclcct Ill umafe neighbor in~ amima1 path IO dm.J 

Scod message vta link f J.cwr .dut); 
Exjt; • 

md; 
fori=lto•-/ 

ii neighbor ~d by 1ioli:: g_{cwr .dut) is DO( in either 
FA.ULT or UNSAFE 
thellbesift 
I Selca OCher active neighbor. I 

Scod message via lint g .(cwr Jim); 
E.icil; • 

m4; 

F'lpre ,. Algorithm ROUIE3( I) for routing messages io bulty 
hypercubes with umafe nodes. 



figa~ 7. Message palhs used by ROUIE(l) in a fa..l.-y !Jypc:;ube 
wilb unsafe nodes. 

a minimal feasible path, if ROUTE3(1) can find one, e.g~ the 
path between nodes i and j in Fi£1R 7. However. if at cenain 
intermediate nodes all such paths are bloc:bd by faulty nodes. 
the message is sent out from an unsafe subcube to an active 
node. Then it is forwarded via a minimal path from this active 
node to the destination with all intennediale nodes active as 
described in the previous case. This makes the local path 
length two more than the length of a minimal path. Ao exam­
ple can be fOUDd in Figw-e 7 fOI" nodes g and It. Based on the 
ai>ove discussion we now arrive II the folio~ theorem. 

Theorem'= If Q,. is not unsafe, then ROU'IE3{1) routes mes­
sages from source to destination via a pad! of length DO more 
than tbe minimal path length plus two. 

As mentioned above. when the somce and destination 
nodes of a given message are in the same unsafe subCUbe., the 
message may be fOl"Warded via a path of length two more than 
the minimal path length by ROUTE3(1). However, not all 
such messages will experience this routing delay. To analyze 
!his issue, we ha,e conducted a aeries of !limulatioo experi­
ments tha1 estimate the average number of unsafe nodes gen­
erat:d by lfilrerent numben of faulty nodes. Figw-e 8 summar­
izes the raults. It can be seen lbal u long u the llUlllber of 
faulty nodes is DO more than rn12l. the pen:enuge of the 
unsafe nodes peseot in the system is less than 15'1, fOI" 11 ~ 5. 
In ocher words, if each node has equal probability of c:ommimi­
c:ating with any other node, the percemage of messages which 
can have the extra delay of two is less than 15'1,. 1bis low 
percentage lftinns the usefulDess of the unsafe node coocept. 

The computation involved in ROU'IE3{1) is fairly mod­
est. Since there is II most one unsafe or faulty neighbor in ils 
I-neighborhood, each active node does DO more than two label 
comparisom before it forwards a message. For an unsafe node., 
the number of comparisons is bounded by 8(n). Whenever a 
new faulty node is repooed. the FIND_UNSAFE algorithm 
may be used to update each node's lists of faulty and ::nsafe 
nodes. After this bas been done. ROlm:3(1) can be nsed fOI" 
efficient routing, u indicaled by Theorem 4. It should be 
noted that II long u Q,. is not unsafe, there is DO need to Ston: 

more than I-neighborhood information in each node. 01" 10 use 
more complicated routing strategies. A sufficient condition 
guaranteeing this efficient routing is dlll the number of faulty 
nodes be no more than rn121. 

In all the foregoing disc'.JSSioo, we assumed that DO mes­
sages arc sent to or received frooi faulty nodes. When this 
assumption cannot be made. the following actions can be taken. 
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If a faulty node x tries 10 send a message to other nodes, one 
of its nearest neighbors will receive the message first. If this 
neighbor is non-faulty. ii knows the fault state of x and can be 
programmed to refuse to forward any message coming from x. 
If some non-faulty node sends a message to a faulty node. the 
message must be forwarded through some non-faulty nearest 
neighbor of the destination. Since this non-faulty node knows 
the s:ate of the destination node, it can return the message to 
the sender. The returned message may refer the sender to tbe 
system supeivisor for the next step. which can either be to ter­
minate the communication process or to specify a new destina­
tion !IMC. 

1.0 
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.s 0.1 

I 0.7 

1 0.8 

... 0.5 
0 

i o.• 
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! 0.2 

0.1 

0.0 

5 • 1 • • 
Olbc dilnmlioa • 

Figve I. Avenge fr2Ctioo of unsafe nodes in Q.: /is the namber or 
faults. 

4. Broadcasting in Faulty Hypercubes 

Suppose that each non-faulty node has unsafe and faulty node 
lists which cover all nodes in its I-neighborhood. We now 
describe an algoriihm BROADCASfl(l) to broadaosl mes­
sages from an active node to all non-faulty nodes in II time 
Ullits; see Figure 9. We then ~kip a more genesal algorithm 
called BROADCAST2(1) to broadcast messages amoog DOD· 

faulty nodes in 11 + 1 time units. 

BROADCASTI(l) is obCained by slighlly modifying the 
basic BROADCAST algorithm given in Figure 1. As before. 
we assume that an n-bil wOl"d CONTROL is sem along with 
each message. This is used to record each link DOl traversed 
became the nodes CODDCCted by it are unsafe or faully, and to 
provide information telling :be receiving node bow IO continue 
broadcasting. Initially all bits in CONTROL are set to 1. Ao 
active node x sends a message to an active neighbor via link i 
if the corresponding bit i of CONTROL is I; it sends a mes­
sage to an unsafe neighbor only if bit i of CONTROL is I and 
all other bits are O's. This bit i is set to O when the message is 
sent out by x. Note that if x bas to broadcast a message to 
several nearest neighbors one of which is unsafe, the unsafe 
aeighboc is the last 10 receive the message. In this anange­
ment. no unsafe nodes have to transmit messages since Ibey 
receive the all-0 control word. When there are DO faulty or 
unsafe nodes. BROADCASTI(l) reduces to the original 
BROADCAST algorithm. 

Figw-e 10 shows how BROADCASTl(l) works in Q, 
wben there are some faulty (black) and unsafe (gay) nodes in 
the system. Suppose that nodes 1100 and 0101 are faulty. and 

i• 
' i 

10 



AJ&orithm BROADCAST!(!); 

be&in 

end. 

fork=lton 
if CONTROL [kl = I 

then if neighbor connected by link k is not in FAULT 
or UNSAFE 
then begin 

CONTROL [k] +- 0; 
Send message and CONTROL via link c. 

~nd; 
fork= I ton 

if CONTROL [kl = I 
then if neighbor COllllCCled by link k is in UNSAFE 

then begin 
CONTROL [kl +- 0; 
Send message and CONTROL via link k: 

er.1; 

Figure 9. Algorithm BROADCAST!(!) for bro3dcasting messages 
from an active source in a fauhy ~be wilb umafc 
nodes. 

Fipre 10. Broadcasting a message from an aaive soura: DOde 
using BROADCASTl(l); umafe oode ate gray. 

oodcs 0100 and 1101 arc unsafe. A me3Sllgc is to be broadcast 
Ii> all 11011-fanhy oodes from llll activ~ !OilrCC node: COOQ. Node 
0000 first sends the message to node 1000 with CONTROL • 
<0111>. 1bis control word instructs node 1000 to broadcast to 
all nodes in l • ••. Node 1000 finds that node 1100 is faulty, 
and all the control words sent to node 1010 and 1001 from 
1000 have accordingly a I in the secood bit positioo. Node 
1010 then broadcasts the message lo 1•1•, while node 1001 
t-4-oadcasts to 1•01, which contains the unsafe node 1101. 
Node 0000, after sending a message to node 1000, COl1linues 10 

broadcast to o-••. Following a similar procedure, node 0000 
subsequently sends the message to 0010 and 0001, and asks 
them to broadcast to the designated subcubes. In the last time 
unit, node 0000 sends :: rn'!Ssagc to its unsafe neighbor 0100 iO 

complete the broadcasting. Assume that each message 
transmission takes one time unit. The total broadcasting time 
required in this example is 4, which is the dimension of the 
cube. 

Theorem 5: BROADCASTI(I) broadcasts a message from an 
active node to all non-faulty nodes in n time units, provided 
that Qn is not an unsafe cube. 

Proof. As noted above, BROADCASTI(I) assigns each active 
node to broadcast to a designated subcube S; the subcube size 
is indicated by the number of 1 's in CONTROL. We prove the 
theorem by induction on the dimension of S. Since Q" is not 
W1Safe, it contains at least one active node x. Suppose that x is 
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required by BROADCAST! (I) to broadcast to a 1-subcube 
consisting of the node set (x.yj. There arc only three cases 
consider: (I) If y is active x sends a me.sage to y; l.t) If y 
faulty, then no message is sent out; (3) If y is unsafe, then 
sends a message to this unsafe node. All these cases require 
most one time unit to complete the broadcasting. 

Suppose that the active node ,; assigned to broadcast to 
.t-subcube S can complete its broadcasting in .t time uni1 
Now consider !be case where Sis a (k+l}-subcube. Node x fir 
broadcasts to an active DCighbor y in S. Since .t + I ~ k, . 
least one active neighbor must exist, otherwise x would b 
unsafe. Then x and y effectively partition S into two subcubt: 
SI and S2; x cootiuues to broadcast to one of the subcubes. sa 
S1, while y broadcasts 10 Si- Since s1 and s2 arc each o 
dirnen:.ion .t, by the inductioo hypothesis the message can b 
broadcast to ~I nodes of SI and s2 in .t time units. Hence th 
broadcast to S is completed in .t + I time units, and lbcrefor, 
the theorem follows by inductic,a. 

Execution of BROADCASTl(I) is quite simple sine, 
each active node only needs to check its unsafe and fault listi 
as many times as I appears in the received cootrol word. The 
length of the unsafe or fault list is no greater !ban one sinct 
each active node can have at most one unsafe or faulty neigh­
bor. 

We now describe a sccood broadcasting algorithm. called 
BROADCAST2(1), derived from BROADCASTl(l). This 
algorithm C8.!1 broadcast MCSSagCS from any DOl!.faulty node, 
and so is net T"CStricted to active source nodes. When Lile 
source is active, BROADCAST2(1) reduces to BROAD­
CASTI(I). When the source is unsafe, BROADCAST2(1) first 
sends a message to an active neighbor connecled by die link 
with the smallest index. The active neighbor node then starts to 
broadcast using the same sttatcgy as BROADCASTl(l) except 
that no message is sent back IO the original unsafe source. 
Figure 11 illustrates how BROADCAST2(1) works in a faulty 
Q4 with an unsafe source node 0100. 

cOOOb 
1110 

-~----(:J 
1, ,, 

fl&ve 11. Broadcasting a message from an unsafe IOWte DOde 
using BROADCAST2(1). 

Tbeonm 6: BROADCAST2(1) broadcasts a message from 
any non-faulty node to all non-faulty nodes within n + l time 

units, provided tbal Qn is 1101 an unsafe cube. 

S. Conclusions 

We have presented some novel routing and broadcasting algo­
rithms for faulty hypercube computers. They rely on giving 
each node limited information oo the status of nodes in some 
defined neighborhood around iL The unsafe node concept was 
introduced and shown to simplify routing decisions in many 
instances. When the number of faulty nodes in Q" is no 
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greater than rn12l. the ROUTE3(1) algorithm can transmit mes­
s.ages via a path of length oo greater than the mi.n.i.mal path 
length plus two Broadcasting can be achieved within n + 1 
ume units. The main advantages of the routing and broadcast­
ing techniques presented in this paper are their bounded delay 
and their simplicity. 

Toe foregoing results can be readily extended to accom­
modate link failures. For this case. we can modify the 
definition of unsafe DOde as follows. ,\ non-faulty node is 
unsafe if it either ha., at least twc: faulty or unsafe nearest 
neighbors or is an end-ocde c! a faulty link. 'Ibis modificalioo 
gua,.ntees that the end-nodes of a fa1uty link are unsafe. The 
newly dc:fined unsafe nodes still form a set of disjoint unsafe 
subcubes. If ROU1r.3(1) is modified such that oo message: is 
passed through faulty links, then Theol'CII! 4 holds for hyper­
cubes with faulty links. BROADCASTI(l) does oot permit 
unsafe nodes to send out messages to its unsafe neighbors. 
Hence no messages can pass through faulty links, so 1beocem 
6 can also be directly extended to hypercubes with link 
failures. 
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Appendix: Complexity of FIND_UNSAFE 

In the following we consider the complexity of algorithm 
FIND_UNSAFE (Figure 5). Each node learns the states 
(activ~, fau!ty. or unsafe) of all of its neaiest neighbors by 
checking with the oon-faulty ooes. A compl.::le check of its 
neighbors by one node is assumed 10 take nc communicatioo 
time units, where n is the cuhe dimensioo and c is a constanL 
depending on the \average) number of message exchanged with 
each neighbor during the cbeclting process. FIND_UNSAFE 
marks all unsafe nodes in Q. by a sequeuee of check sic:ps r = 
I, 2, ... , e::ch of duration nc. Figure 12 illustrates the execution 
vf FIND_UNSAFE by Q.; with 11-te thT"ee indicate<l faulty ood~ 
present. The number inside each unsafe DOde indicates the 
time r at which t!.e node is IILilked u;;.;afe because of the 
neighboring faulty or unsafe nodes. Nodes 0100 and 0010 
become unsafe at r "' I, since each has two faulty neighbors. 
Now nodes I 100 and 0101 llave both faulty and unsafe neigh­
bors causing them to be mated unsafe at r • 2. and so on. 

1111 1011 
0111 

Flpre 12. Seqoencc in wbidl nodes ill a bulty Q, ue marked 
umafe by FIND_UNSAFE. 

·ro determine an upper bound oo the executioo time oi 
FIND_lJNSAFE, we consider the following worst-case situa­
tioo. Let S00, S01' S10 and Su be subcubes of dimensioo 111 

that are connected to form an (m+2)<ube. Assume that at 

some timer, subcube S00 becomes unsafe. S01 and S10 have oo 
unsafe or faulty nodes, and Su has ooe faulty node x but 110 

unsafe nodes. Since the dimnce between s00 and x is two, 
then at t + l, ooe node is mam1 unsafe by FIND_UNSAFE in 

~ al Sol and. s Ul' say .fl and -½· respectively. Note that 
smce each node m S01 and S IO bas an unsafe neighbor in SOO' 
the nodes roonected to z1 or -½ in S01 and s10 should be 
marted unsafe at t + 2. Thus z1 and-½ act as "seed" nodes in 
their respective m-subcubes, 10 that III time units after they are 
marked unsafe, illl 11011-faulty nodes in S01 and S 10 have been 
marlced unsafe by FIND_UNSAFE. At most ooe more time 
unit is ~ to make S 11 unsafe after s01 and S 10 become 
unsafe, smce each node in Su has an unsafe neighbor in S01 

and Sur 
The foregoing argument leads to the following recursive 

formula for the worst<ase time B,,. required to marlc an unsafe 
m-subcube: 

B •• 2 =B. +m + 2 

Rewriting this with n = m + 2, we obtain B. = s._2 + n, which 
bot~ for _even n, where n 2: 4, and B2 = 1. B,. can be further 
rewntten m the following closed form. 

B. =n 2/4 +nrl-1 



When n i.s odd, we can consttucl an upper bound s. u 
follows. First panition the odd-<limeusiooal cube Q" imo 
two even (n-1 )4imensiooal subcubes S, and S 1. It lakes l.l 
most (11-1)214 + (n-1)12 - 1 time units to mart ooe of these 
subcubes, say S,. unsafe in lbe worst case. 1ben 10 make S 1 

.msafe, there must be al least ooe faulty node residing in S2. 
Assume this is the case and that the IIOll-faulty oodcs in S 1 are 
to be marted unsafe. It lakes at most n - 1 additional time 
units to make S2, and therefore Q", unsafe. H= 

B. = (n-1)214 + (n-1)12 - I + (11-1) = 11 2/4 + 11 - 914 

Thus we cooc:lude that B, • 11 2/4 + 11/2 - I when n is 
even, and B. = 11 114 + 11 - 914 wbeu n is odd. Nole thats. is a 
tight bound wh;:n n is even, but oot when n is odd. SiDCC we 
assumed that each time unit is of duration nc, the executioo 
time of FIND_UNSAFE is bounded abu.-e by n.=B , hence the 
communication complexity of FIND_UNSAFE is 0(111). 

We also obsave that the least IIUlllber of faalu Deeded to -
make an Q" unsafe ii f,.12 + 1 l. Figure 12 mows such an 
example where n • 4 and fn/2 + t l • 3 faults cause Q4 &o 
become unsafe. 
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