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Abstract This paper examines routing and broadcasting algo-
rithms for hypercube computers subject to node failures. First
some simple message-passing algorithms are described which
perform well with certain fault patterns, but poorly with others.
The concept of an unsafe node is introduced to identify fault-
free nodes that may cause communication difficulties in faulty
hypercubes. It is then shown that by only using “feasible”
paths that try to avoid unsafe nodes, routing and broadcasting
can be substantially simplified. It is assumed that each active
node is supplied with the fault status of all neighboring nodes
within a specified radius £. A computationally efficient routing
algorithm is presented which can route 2 message via a path cf
length no greater than p+2, where p is the minimum feasible
distance from the source to the destination, provided that not
all non-faulty nodes in the hypercube are unsafe, and & = 1.
We further show that broadcasting can be achieved under the
same fault conditions with only one more time unit than the
fault-free case.

1. Introduction

Massively paraliel distributed-memory machines are receiving
increasing attention to meet the demand for high-speed reliable
processing coupled with low hardware cost. iMany interconnec-
tion structurss have been proposed for these machines, and a
few have been implemented. Among the latter, the n-
dimensional hypercube or n-<cube O offers a number of
advantages [6]. It has N = 2" podes (pmcessors) and a rela-
tively small diameter which is achieved with a2*! edges
(links). Processors typically communicate by transmitting mes-
sages in store-and-forward fashion via intermediate processors.
The hypercube architecture can handle a reasonable amount of
interprocessor message traffic, and also provide some degree of
fault tolerance. When one or more nodes fail, the relatively
large number of links often cnable the fault-free nodes to con-
tinue communicating with one apother. In this paper, we
examine the design of efficient routing and broadcasting algo-
rithms for faulty hypercube computers.

The node-to-node routing problem for fault-free hyper-
cubes has been studied by several researchers. Sullivan and
Bashkow [1] describe what is pow the standard algorithm for
routing messages between arbitrary pairs of nodes of Q. This
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simple deterministic algorithm always finds a2 minimum-length
path, whose length is at most a, with very little computation
overhead. The message traffic congestion sometimes occurring
with deterministic routing can be alleviated by using adaptive
methods, such as routing messages via the least congested
routes. Valiant (8] defines an alternative non-deterministic
approach that adds randomness to the message traffic to reduce
congestion. This method first sends each message to a ran-
domly chosen node and then routes it to the final destination
via a randomly chosen minimal path. The message delay is
O(iogN) with high probability. The standard algorithm for
broadcasting a message to all nodes from a singlke souice is
also given in {1]; this falls in the class of Spamning Binomial
Tree (SBT) algorithms which attempt to find an embedded
binomial tree in the hypercube. Ho and Johnson (4] discuss
the SBT algorithm in detail and also define a faster variant of it
called the Multiple Spanning Binomial Trees (MSBT) algo-
rithm. Kateseff [3] describes routing and broadcasting algo-
rithms for “incomplete” hypercubes which are hypercubes with
certain podes removed. All the foregoing message-passing
algorithms break down, bowever, when nodes of the hypercube
fail.

This paper nroposes several routing and broadcasting
algorithms for hypercubes that are subject to node failures. We
first show that if each node kmows the locations of faulty nodes
in its immediate vicinity, simple routing algorithms can be
designed to tolerate certain “local” faults. These algorithms
require little computation overhead to decide the next forward-
ing node for 2 message. However, under some compiex fault
patterns they cause unacceptable delay by routing messages
through unnecessarily long paths. This problem can be
sotved by giving each node compiete information about the
fault locations in the hypercube and having it compute a
minimal path for each message. However, the potentially large
storage requirements for fault information as well as the associ-
ated computation overhead make this approach unattractive.

We next consider routing and broadcasting in faulty
hypercubes when each node has limited information about the
faults in the system. The basic idea is to identify certain nodes
in O that may cause excessive routing delay with the current
fault pattern. By pot forwarding messages to these "unsafe”
podes during message routing or broadcasting, the message-
passing process can be simplified and its delay reduced. Some
properties of unsafe nodes are presented, and a distributed
algorithm with communication complexity O(n’) is devised to
identify all the unsafe nodes. We show that after all unsafe
podes are identified. a computationally efficient routing algo-
rithm can direct each message to its destination via a path of
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length no greater than the minimal source-destination path
length plus two, provided that the number of faulty nodes is no
more than [n/2]. We also show that broadcasting can be
achieved within n+1 steps. Extension of the results to systems
with link failures is also discussed.

2. Preliminaries

Each node of an n-dimensional hypercube Q_ is given a dis-
tinct a-bit label x; = I,1,..1,, such that two nodes connected by
a link (edge) have labels that differ in exactly one bit. The
number of bits in which labels x; and x; differ is denoted by
d(x,x), this is the Hamming dxsmnce between the nodes. A
lmk connecung two nodes has index i if the labels of the nodes
differ oniy in the i-ih bii. A k-dimensional subcube (k-
subcube) of QO , where k < n, is a subgraph of O which is 2
k-dimersional hypercube. A k-subcube of Q@ can be
represented by a temary vector A =a,a,..a,, where a; €
{0,1,*}, and * denotes an element that can be both 0 and 1.
For example, A = 01** represents the 2-subcube of 0, with the
node set {0100, 0101, 0110, Ol11}. Given two subcubes
A=aa.a, ad B=b,.b.b, the intercube distance
D(A.B) between A and B along the i-th dimension is 1 if {a,
b]={l 0}; otherwise, it is 0. Thedxstancebctweentwosub-

cubes A, B is given by D(A B) = ZD (A B).

iml

A parth P of icagth [ is an ordered sequence of nodes {(x,,
X;po Xygewer X3), Whete the x.'s are node labels with 0 Sj </,
and x, #x,.,, for 0 S k< 1. An equivalent represeatation of
P, whlch we call a link representation, and which will be use-
ful later, is x, K’x"z' - Jph where ji; is the index of the link
between x, | andx This means thatPstansfromxb.ﬁm
pass&slhmughlhcimkwnhmdex; then passes through the
link j,, andconunmunulureachcsthehnkwﬂhnﬂex;r A
pa!hbetwecn two nodes is minimal if there is no shorter path
between the nodes. Two nodes separated by Hamming distance
r have r! different minimal paths connecting them. It is possi-
ble to find n disjoint paths between every pair of nodes, among
which r paths have length 7 and n - r have length r + 2.

In our discussion, the nodes of a hypercube represeat peo-
cessors which communicate with one another by passing mes-
sages over links in store-and-forward fashion. Each link
between adjacent nodes represents a bidirectional communica-
tion channel for message passing. We assume that a processoc
can send out a message through only one channel at a time,
and that each node-to-node message transfer requires one time
unit. A routing algorithm directs the message from the source
to the destination via somepathinQuandiscxecmedbyach
processor along the path. A node is faulty if the corresponding
processor fails. It is assumed that a faulty node and all links
coanected to it are effectively removed from @, and 50 cannot
be used for routing messages. An attempt (o use a faulty node
or one of its links may result in the loss of messages. A path
containing no faulty nodes is called a feasible path. A feasible
path is minimal if it is the shortest feasible path in O, betweea
the end nodes. We say a routing algorithm for a faulty hyper-
cube is oprimal if it finds a minimal feasible path for each
message, whenever such a path exists.

To facilitate our discussion, we define f.(xk.x) to be the
coordinate of the i-th bit from the left in which the labels X;
and x; differ. A similar function g("k‘) gives the position of
the i-th common bit between x, and xf If x, and X; have oo
(all) bits in common, 8 (f ) assumes the value 0 For example,
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£,(001101,001010) = 4
£,(001101,001010) = 5
£,(001101,001010) = 1
£,(001101,001010) = 2
£,(001101,001101) = 0
£,(001191,110010) = 0

We now briefly describe the standard deterministic rout-
ing and broadcasting algorithms used in fault-free hypercube
computers. The basic routing »Igorithm ROUTE, as discussed
in [1], is defined in Figure 1(a). Let src be the label of the
source node and dest be the label of destination. The message
traverses the path srcl(fl(src,desr)fz(src dest),.. f‘(.vc.de:r))
where k =d(src.dest). For example, if src=00000 and
dest = 01101, then the message path will Le 00000/(2,3.5), ie.,
from node 00000 to 01:01 via nodes 01000 and 01100. Note
that each time a node forwards a message. the distance to the
destination is reduced by one. Hence this routing technique
always selects a minimal path and so is optimal.

The basic broadcasting algorithm BROADCAST for
fault-free hypercubes is summarized in Figure 1(b). An n-bit
control word called CONTROL is sent with each message to
tell a receiving node how it should continue broadcasting the
message. Fxamples of such coatrol words are the travel amray
in [3), and the weighs variable used in {1]. If an intermediate
node receives a message with the i-th bit of CONTROL set to
1, then it sends out a copy of this message on link i. Figure 2
shows how this algorithm works in Q,. The 4-bit word CON-
TROL received by each node is showu in angle brackets, and
an arrow labelled i indicates that a copy of the message is sent
along the corresponding link in the i-th time unit. Note that
the message paths of this broadcasting algorithm form a span-
ning tree of Q.

Algorithm ROUTE;
{In the following, curr is the curreat node label and des? is the
destination node label. }
begin
foc every message
il curr = dezt
thea Retain message in oude cwrr,
else Send message to neighboring processor via link
filcwrr dest);
Ul(“'r‘ is the first bit in which node labelsxkndx
differ.
end.
(@)

Algerithm BROADCAST;
{src is the source node label. }
begin
if curr = src
thenfori=1ton CONTROL[i] « 1;
fori=lton
# CONTROL [} =1
then begin
CONTROL [i] « 0;
Send a message and CONTROL to neighbor via link i;
end;

)
Figure 1. (a) Algorithm ROUTE for node-to-node routing: (b) algo-

rittm BROADCAST for broadcasting in a fault-free
hypercube.
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Figure 2. Broadcasting a message in a fault-free hypercube using
BROADCAST.

3. Routing in Faulty Hypercubes

We begin by illustrating three common problems of routing
messages in a fauity hypercube that our method addresses.
Consider first the situation shown in Figure 3, which is Q,
with three faulty (black) nodes 0110, 0101 and 0000. Suppose
that a message is to be seat from node 1110 to node 0100. If
node 1110 does not “know" that node 0110 has failed, and
attempts to send the message through it, then the message is
lost. But if node 1110 is aware that node 0110 is faulty, then
it can send the message to the fault-free node 1100, which can
forward the message to the destination node 0100.

Next suppose that node 0111 wants to communicate with
node 0100; in this case, all the minimal paths between these
nodes have been destroyed by the node failures. Depending on
the routing algorithm used, the message may first be sent to
node 1111 and then find its way to 0100 either through 1110
and 1100, or through 1101 and 1100. Although the length of
each of these paths is greater than the Hamming distance (2)
between the source and destination, the paths are minimal
feasible paths. A different routing strategy that is "unaware” of
the failure of node 0000 may send the message to node 0011
first. The message can subsequently find its way to node 0100
via node 0000. Since all the minimal paths from 0G11 to 010C
are blocked by faulty nodes, another longer path has to be
chosen. This increases the path length by at least two.

Finally, if node 1111 has to send a message to node
0100, the message can travel through nodes 1110 and 1100 to
its destination. In this case the path length is three, which is the
minimum. But if node 1111 first sends the message to node
0111, the extra routing delay illustrated in the previous exam-
ple results. More complex routing problems can be constructed
bv varying the fault pattern.

100 1000 0100 0000

110 1010 0110 0010

1101 1001 0101 0001

1111 1011 0111 0011

Figure 3. Hypercube Q, with three faulty (black) nodes.
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The examples above show that knowledge of the loca-
tions of faults in Q is necessary to assure the the success and
efficiency of message routing. We assume there exists a
mechanism to detect the fauity/non-faulty status of a node and
to provide this fault information to nodes that need it for rout-
ing decisions. Thus each node is assumed to store fault infor-
mation, called its faulr list, for some designated set of nodes.
There is & simple and fairly natural way of defining the infor-
mation that node x has about node y in terms of the distance
between x and y. Node x is said to have k-neighborhood infor-
mation if its fault list identifies all faulty nodes at distance & or
less from x. [If k= a, then each node knows the fault state of
the entire system; whet k = 1, each node knows oaly the state
of its nearest neighbors.

We will assume that messages are only seat to or from
pon-faulty vodes. Later we will briefly discuss bow cases
where this condition is violated mizht be handled.

3.1 Two-State Nodes

First we assume that every node x is in one of ibe two states,
faulty or oon-faulty, and has a fault list identifying all faulty
podes in its k-neighborbood. (Later in Section 2.2, we will
introduce a third condition called unsafeness to further refine
the non-faulty state of a node.) When a message needs to be
sent from or forwarded by x, node x attempts to compute a
shortest feasible path based oa its fault list. If £ = n, i.e., x has
a compleie fault list, then an exhaustive search through all
known source-destination paths always leads to an optimal
routing decision by x. However, the size of the fault list that
must be stored, and the high computation time to search
through the fault list may make this approach unattractive.
When £ < n, the fault lists require less memory space and com-
putation, but the routing algorithm may no longer be optimal
Thus there are obvious trade-offs between the quality of the
routing decisions, the quantity of information stored in each
pode, and the computation time needed.

The routing computation time can be reduced by checkiag
only the disjoint paths from source to destination to find a
mummal teasible path. Figure 4 shows a routing algorithm,
called ROUTEI(k), based on this approach. The parameter &
indicates that each node’s fault list specifies all faulty nodes
within its k-neighborhood. ROUTEI(k) generates disjoint
paths by usingthcfactthai.i!‘a‘.:ajfori:j. then the
paths  xla,.0,4,,....a,). Ha,4,....a_.4a,).. xKa 4,....4, )
obtained by cyclically shifting the first path, have only their
first and last nodes in common. Suppose that 2 message is to
be sent between two nodes x and y separated by the Hamming
distance r. Let a; = f(xy), for i=1...r, and let curr be the
current node label. ROUTEI(k) checks the first & nodes in
cach of the r paths curria,.a,45.....a,), currka, as,...4,.4))....,
cuni(ar,al,‘..,a,_l), against the current node’s fault list to see if
there exists a feasible path, ie., one which is not blocked by
faulty nodes. The first path found that has no faults in the first
k nodes is chosen, and the message is sent to the node in this
path that is adjacent to the current node. If all these minimal
paths are blocked by faulty nodes, then ROUTEI(k) checks
through the non-minimal path P, = cwrri(g(x.y)a,a,..-.4a,
g(x.y)), for i from 1 to a - r. The first P, which contains no
faulty node among its first k nodes is then chosen.

Theorem 1: Suppose that 2 message is o be passed between
two nodes separated by Hamming distance r. Algorithm
ROUTEI(4) finds a minimal feasible path for the message if
cach non-faulty node in the system has no more than & faulty
nodes in its k-neighborhood and & < r.

!
i
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Algorithm ROUTE(k);
{ Each node keeps a fault list FAULT for its k-neighborhood. }
begin
! & d(currdest);
{d(curr.dest) is the Hamming distance between curr and dest)
fori=1tol m() e i
fori=1tol
if 00 node in FAULT is in the first k nodes of the path
curr Kf"( Q(curr,de.rt). f,m(curr.dtsl), f"( ,)(curr.de:!))
then begin
Send message via link f (curr.dest),
N (1)
Exit; ‘
end;
else fori=1tol mi)e—(mimodl)+1;
{ Shift the indexes cyclically.}
fori=lten-1
if no node in FAULT is in the first k nodes of the path
curr I(g(curr.dc:x)f‘(cwr,de:t).. -fficwrr dest) g (curr dest))
thes Send message via link 8{curr dest);
end.

Figure 4. Algorithm ROUTEI(k) for routing messages i fauky
hypercubes.

Proof- There are r disjoint minimal paths between the source
and destination nodes. Since k < r, the source always selects a
path which it copsiders feasible according to its limited (k-
neighborhood) fault information, and sends the message to the
next node in that path. The same procedure is rcpeated until the
message is forwarded to a node x at distance & + 1 frum the
destination. “Node x then chooses a path P which it thinks is
feasible among the k + 1 disjoint minimal paths from x to the
destination, and forwards the message to the next node in P.
Note that there always exists such 2 P since: (1) k+ 1> k, the
maximum pumber of faults; (2) x knows the fault status of the
first k nodes in P; and (3) the (k+1)-th node is the destination
node, which is assumed fanlt-free. We also observe that if
nodexlﬁndsthat}’ (xl,xz, ,x)xsfasiblefor IS k, then
node x, where 1S 1</, can’ determine that P’ = (XX, XD
lsfeas:blc since each acde follows the same checking pro-
cedure. Hence this routing algorithm forwards the message
through the minimal feasible path. -

Coroliary 1: If k S 2 and no non-faulty node has more than k
faulty nodes in its 1-neighborhood, then ROUTEIL(k) is
optimal.

When k < 2, ROUTEI(L) searches the disjoint minimal
paths for one which is feasible according to the current node’s
fault list. If there exists a minimal path which is feasible, the
message will be sent through it. If all minimal paths are
blocked, ROUTEI1(k) finds a feasible path of length two
greater than the minimal path length, and this must be a
minimal feasible path. Hence ROUTE1(K) is optimal, for £ < 2.
When k& 2 3, the disjoint paths no longer cover all minimal
paths, hence the routing may not be optimal.

To improve the quality of the routing decisions for k 2 3,
ROUTEI1(k) can be modified to form a mnew algorithm
ROUTE2(k) that searches the set of all minimal paths (non-
disjoint as well as disjoint) for a feasible one according to the
current fault list. If no such path exists, the method of
ROUTEI(k) is used to search for the shortest non-minimal path
that is feasible.
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Theorem 2: ROUTE2(k) is optimal for k < a-1, provided that
there are no more than & faulty nodes in the k-neighborhood of
each non-faulty node.

Proof: Suppose that a message is to be passed between two
nodes separated by Hamming distance r, where k < r,
ROUTE2(k) reduces to ROUTEI(k), which can always find a
minimal feasible path by Theorem 1. When k = r, ROUTE2(k)
also finds a minimal feasible path, if one exists, by checking all
possible minimal paths. If all such paths are blocked (which
peeds at least k faulty nodes), then ROUTE2(k) will direct the
message to a ncde at distance k + 1 from the destination: this
reduces to the case 7 = k + 1 considered above. Finally, when
k> r, ROUTE2(k) checks all the minimal paths between the
source and destination tc find a feasible one. If the minimal
paths are all blocked, ROUTE2(k) checks the other n - r dis-
joint paths with length 7 + 2. Since rn -r > k - r, at ieast one
such path is a minimal feasible path. Therefore ROUTE2(k)
finds a minimal feasible path for a message where k > r. Since
in all cases ROUTE2(k) finds the minimal feasible path, the
theorem follows.

We also note that ROUTE2(n) is optimal provided that
there are fewer than n faults in the system. One can easily see
that ROUTE2(1) = ROUTEI(l) and ROUTE2(2) =
ROUTE1(2). ROUTE2(1) is optimal only when no non-faulty
pode has more than one faulty nearest neighbor, while
ROUTE2(n) places no such restriction on the fault pattern.
These results show that the straightforward ROUTE1/ROUTE2
approach can tolerate many faults if the faults are dispersed.
However, optimality is lost if the eoodmons stated in Corollary
1 and Theorem 2 are violated.

3.2 Three-State Nodes

We now introduce the notion of an unsafe node based on the
observation made in the previous section that certain nodes sur-
rounded by faulty nodes can trap or delay messages forwarded
to them by ROUTE1(1), the weakest version of ROUTE1(k). A
non-faulty node is in the unsafe suate if it has at least two
faulty or unsafe nearest neighbors. All ursafe nodes can be
identified recursively from this definition. For example, node
0010 in Figure 3 is unsafe because it is adjacent to two faulty
(black) nodes. Similarly, node 0001 is unsafe. Since 0011 is
adjacent to the non-faulty but unsafe nodes 0010 and 0001, it
too is unsafe, and 30 on. A noun-faulty node which is not
unsafe is acrive. Thus a node may now be in one of the three
states: active, unsafe or faulty. A subcube of dimension 1 or
moie is an unsafe subcube if it contains only unsafe or faulty
nodes. An unsafe subcube is maximal if it is contained in no
other unsafe subcube. For example, the 3-subcube 0*** of Fig-
ure 3 is a2 maximal unsafe subcube. We will show that if there
are no more than [/2] faulty nodes in an n-dimensional hyper-
cube, a ROUTEI(1)-like algorithm guarantees near-minimal
routing delay.

Before proceeding, we consider how all unsafe nodes
might be identified by an actual hypercube sysicm. Figure 5 is
a distributed algorithm called FIND_UNSAFE to identify
unsafe nodes which is designed for parallel execution on a
hypercube. We assume that each node keeps lists of the faulty
and unsafe nodes of its 1-neighborhood. Initially, each node
has only a list of faults in its 1-neighborhood, and an empty
unsafe list. Each noo-faulty node then checks its faulty and
unsafe lists to decide if it itself is unsafe, and it exchanges this
decision with all its non-faulty nearest neighbors. The unsafe
list of each node is then updated if necessary. The communi-




Algorithm FIND_UNSAFE:

{Each node keeps a fault list FAULT of length 1. and an
unsafe list UNSAFE with length £ for its 1-ncighborhood.
Initially UNSAFE is empty.}

for i =1 to B_begin
{B_ is the the number of times each node exchanges
its status information with its non-faulty nearest
neighbors; see the Appendix }
ifl,+1>1
[ben Mark the current node as unsafe;
for j =1 to n begin
Receive status s {rom neighbor \ coanected by
link .
if s = unsafe and x is not in UNSAFE begin
Add x to UNSAFE;
Lel+L
end;
end;
end;
end.
Figure §. Algorittm FIND_UNSAFE for identifying unsafe nodes in
-
cation complexity of this algorithm is O(n’); see the Appendix.
If each node has n-neighborhood information, then an algo-
rithm with computation complexity O{f’) can be devised to
identify all unsafe nodes, where f is the number of faults.

The following theorem defines the structure of the unsafe
nodes of G .

Theorem 3: The unsafe and faulty nodes of a hypercube form
a set of maximal unsafe subcubes such that the distance
between any two of them is at least three.

To see why this is true, we first observe the following
property of algorithm FIND_UNSAFE. Two nodes (or sub-
cubes) which are either faulty or unsafe, and at distance two
from each other, will make the node between them unsafe if
that node is non-faulty. This is because the intermediate ncde
bas at least two unsafe or faulty nearcs: neighbors. Therefore
unsafe subcubes at distance two or less from one another will
merge into a bigger unsafe subcube. These merge operations
will not cease until all unsafe subcubes are at least at distance
three from one another.

As discussed in the Appendix, it takes at least [k/2 + 1]
faulty nodes to make a k-subcube unsafe. Hence if the number
of faulty nodes in O, is no more than [n/2], Q, can not be
unsafe. In the following discussion, we always assume that Q_
is pot unsafe.

Next we consider using the unsafe node information to
simplify the routing problem. A routing algorithm
ROUTE3(1), which is an extension of ROUTEI(1) to handle
unsafe nodes, is described in Figure 6. The underlying princi-
ple of ROUTE3(1) is to avoid forwarding messages to unsafe
nodes, if possible. However, ROUTE3(1) will send a message
to an unsafe neighbor if all the active nearest neighbors lead to
infeasible paths, or paths that are of non-minimal leagth.

ROUTE3(1) may be summarized as follows. For a mes-
sage at node curr destined for node dest, ROUTE3(1) checks
sequentially if the node connected by the link indexed
flcurr dest) is active, for i from 1 to d(cwrrdest). The first
such node is chosen as the next node for forwarding the mes-
sage. If there exists no such active neighbor, then ROUTE3(1)
chooses an unsafe neighbor connected by the link indexed
f{curr dest) with the smallest i. If all neighbors comnected by
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the links indexed with f(curr.dest), for i from 1 to d(cwrr.dest),
are faulty, ROUTE3(1) forwards the message to an aclive
neighbor connected by the link with the smallest index. Note
that since Q_ is not unsafe, each unsafe node in Q@ must have
at least one active nearest neighbor.

We claim that if only the active nodes communicate with
one another, algorithm ROUTE3(1) always finds a minimal
feasible path for every message. Thus the algoritam is optimal
in this particular case. This can be as follows. After identify-
ing all the unsafe nodes, the remaining active nodes will each
have at most one unsafe or faulty nearest neighbor. If we use
ROUTEI(1) to route messages and allow no messages to be
passed via unsafe nodes (as if they were fauity), then by Corol-
lary i in the previous section, algorithm ROUTEI(1) is
optunal. Since ROUTF3(!) employs the same sirategy as
ROUTEI1(1) in this case, ROUTE3(1) is also optimal. Figure /
illustrates an example of this case. Active (wiite) node @ wants
to communicae with active node 4. ROUTE3(1) routes the
message sent from a via a minimal feasible path that avoids
unsafe (gray) nodes.

Now coasider the case when the source node is active
and the destination is unsafe. ROUTE3(1) forwards the mes-
sage to the destination via a minimal feasible path in which all
intermediate nodes are active. An example of this is shown in
Figure 7 for nodes ¢ and d. Similarly, in the reverse case when
the source node i< unsafe and the de<tination is active,
ROUTE3(!) also forwards the message via a minimal path.
Hence in both cases ROUTE?(1) is optimal.

Finally, sunpcse that both the source and destination
nodes are unsafe. If they are in different maximal unsafe sub-
cubes, then there always exist minimal paths between them
with all intermediate nodes active. ROUTE3(1) forwards the
message through one of these minimal paths. An example is
also given in Figure 7 for nodes ¢ and £ If the source and
destination nodes are in the same unsafe subcube, the message
is forwarded to the destination inside this unsafe subcube along

Algorithm ROUTEX(1);
begin

1 & dcurr dest);
fori=1¢te!
if neighbor connected by link f(cwrrdest) is ot in either
UNSAFE or FAULT
then begia
{Select an active neighbor in a mimimal path to dest.}
Send message via link f{(cwr.dest).
Exit;
end;
feri=1te!
imﬁguaamcwdby&kﬁ(mdeﬂ)isno(inFAUlf
then begin
{Select an unsafe neighbor in 2 minimal path to dest.}
Send message via link f{cwr.desty,
Exit;
end;
fori=1toa-l
if neighbor connected by link g (cwr.dest) is not in either
FAULT ot UNSAFE
then begin
{Select other active neighbor. }
Send message via link g (aordesty
Exit:
end;
end.

Figure 6. Algorithm ROUTE3(l) for souting messages io faulty
hypercubes with unsafe nodes.
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Figurs 7. Message paths used by ROUTEX(1) in a faulty bypescube
with unsafe nodes.

a minimal feasible path, if ROUTE3(1) can find one, e.g.. the
path between nodes i and j in Figure 7. However, if at centain
intermediate nodes all such paths are blocked by faulty nodes,
the message is seat out from an unsafe subcube to an active
node. Then it is forwarded via a minimal path from this active
pode to the destination with all intermediate nodes active as
described in the previous case. This makes the total path
length two more than the length of a minimal path. An exam-
ple cau be found in Figure 7 for nodes g and A. Based on the
above discussion we now arrive at the following theorem.

Theorem 4: If Q_ is not unsafe, then ROUTE3(1) routes mes-
sages from source to destination via a path of length no more
than the minimal path length plus two.

As mentioned above, when the source and destination
nodes of a given message are in the same unsafe subcube, the
message may be forwarded via a path of length two moce than
the minimal path length by ROUTE3(1). However, not all
such messages will experience this routing deldy. To analyze
this issue, we have conducted a series of simulation experi-
ments that estimate the average number of unsafe nodes gen-
erat=d by different numbers of faulty nodes. Figure 8 summar-
izes the results. It can be seen that as long as the number of
faulty nodes is Do more than [n/2], the percentage of the
unsafe nodes present in the system is less than 15% for a 2 S.
In other words, if each node has equal probability of communi-
cating with any other node, the percentage of messages which
can have the extra delay of two is less than 15%. This low
percentage affirms the usefulness of the unsafe node concept.

The computation involved in ROUTE3(1) is fairly mod-
est. Since there is at most one unsafe or faulty neighbor in its
1-neighborhood, each active node does no more than two label
comparisons before it forwards a message. For an unsafe node,
the number of comparisons is bounded by ©(n). Whenever a
new faulty node is- reported, the FIND_UNSAFE aigorithm
may be used to update each node’s lists of faulty and :msafe
nodes. After this has been done, ROUTE3(1) can be used for
efficient routing, as indicated by Theorem 4. It should be
noted that as long as Q_ is not unsafe, there is no need to store
more than 1-neighborhood information in each node, or to use
more complicated routing strategies. A sufficient coodition
guaranteeing this efficient routing is that the number of faulty
nodes be no more than [n/2].

In all the foregoing discussion, we assumed that no mes-
sages are sent to or received from faulty nodes. When this
assumption cannot be made, the following actions can be taken.

Average fraction of unsafe nodes in Q,

If a faulty node x tries to send a message 10 other nodes, one
of its nearest neighbors will receive the message first. If this
neighbor is non-faulty, it knows the fault state of x and can be
programmed to refuse to forward any message coming from x.
1f some non-faulty node sends a message to a faulty node, the
message must be forwarded through some non-faulty nearest
neighbor of the destination. Since this non-faulty node knows
the state of the destination node, it can return the message to
the sender. The returned message may refer the sender to the
system supervisor for the next step, which can either be to ter-
minate the communication process or (0 specify a new destina-
tion node.
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Figare 8. Average fraction of unsafe nodes in Q,; f is the number of

faults.

4. Broadcasting in Faulty Hypercubes

Suppose that each non-faulty node has unsafe and faulty node
lists which cover all nodes in its 1-neighborhood. We now
describe an algorithm BROADCASTI(1) to broadcast mes-
sages from an active node to all non-faulty nodes in n time
units; see Figure 9. We then develop a more general algorithm
called BROADCAST2(1) to broadcast messages among non-
faulty nodes in a + 1 time units.

BROADCASTI(1) is obtained by slightly modifying the
basic BROADCAST algorithm given in Figure 1. As before,
we assume that an n-bit word CONTROL is sent along with
each message. This is used to record each link not traversed
because the nodes connected by it are unsafc or faulty, and to
provide information telling the receiving node how to coatinue
broadcasting. Initially all bits in CONTROL are set to 1. An
active node x sends a message to an active neighbor via link i
if the corresponding bit i of CONTROL is 1; it sends a mes-
sage to an unsafe neighbor only if bit i of CONTROL is 1 and
all other bits are 0's. This bit i is set to 0 when the message is
sent out by x. Note that if x has to broadcast a message to
several nearest neighbors one of which is unsafe, the unsafe
neighbor is the last to receive the message. In this arrange-
ment, no unsafe nodes have to transmit messages since they
receive the all-0 control word. When there are no faulty or
unsafe nodes, BROADCASTI(1) reduces to the original
BROADCAST algorithm.

Figure 10 shows how BROADCASTI1(1) works in Q‘
when there are some faulty (black) and unsafe (gray) nodes in
the system. Suppose that nodes 1100 and 0101 are faulty, and




Algorithm BROADCASTI(1):
begin
fock=1ton
if CONTROL [k} = 1
then i neighbor connected by link k is not in FAULT
or UNSAFE
then begin
CONTROL (k] « 0;
Send message and CONTROL via link k
end;
fork=1ton
if CONTROL (k] = 1
then if neighbor connected by link k is in UNSAFE
then begin
CONTROL (k] « 0;
Send message and CONTROL via link k:
erd;
end.

Figure 9. Algorithm BROADCASTI(1) for broadcasting messages
from an active source in a faulty hypercube with unsafe

nodes.
1
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Figure 10. Broadcasting a from an active source node
using BROADCAST1(1); unsafe node are gray.

nodes 0100 and 1101 are unsafe. A message is to be broadcast
to all non-fanity nodes fror an active source node COG). Node
0000 first sends the message to node 1000 with CONTROL =
<0111>. This control word instructs node 1000 to broadcast to
all nodes in 1***. Node 1000 finds that node 1100 is faulty,
and all the control words sent to node 1010 and 1001 from
1000 have accordingly a 1 in the second bit position. Node
1010 then broadcasts the message to 1*1*, while node 1001
broadcasts to 1*01, which contains the unsafe node 1101.
Node 0000, after sending a message to node 1000, continues to
broadcast to 0***. Following a similar procedure, node 0000
subsequently sends the message to 0010 and 0001, and asks
them to broadcast to the designated subcubes. In the last time
unit, node 0000 sends 2 message to ifs unsafe neighbor 0100 io
complete the broadcasting. Assume that each message
transmission takes one time unit. The total broadcasting time
required in this example is 4, which is the dimension of the
cube.

Theorem 5: BROADCASTI(1) broadcasts a message from an
active node to all non-faulty nodes in a time units, provided
that Q is not an unsafe cube.

Proof. As noted above, BROADCASTI1(1) assigns each active
node to broadcast to a designated subcube S; the subcube size
is indicated by the number of 1's in CONTROL. We prove the
theorem by induction on the dimension of S. Since Q_ is not
unsafe, it contains at least one active node x. Suppose that x is
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required by BROADCASTI(1) to broadcast to a 1-subcube
consisting of the node set (x.y}. There are only three cases
coosider: (1) If y is active x sends a message to y; (2) If y
faulty, then no message is sent out; (3) If y is unsafe, then
sends a message to this unsafe node. All these cases require
most one time unit to complete the broadcasting.

Suppose that the active node .« assigned to broadcast to
k-subcube S can complete its broadcasting in k time unit
Now consider the case where S is a (k+1)-subcube. Node x fir
broadcasts to an active neighbor y in §. Since k+ 1 2 &, .
least one active ncighbor must exist, otherwise x would b
unsafe. Then x and y effectively partition § into two subcube
&, and §,; x contizues to broadcast to one of the subcubes. sa
§,. while y broadcasts to §,. Since S, and S, are each o
dimension &, by the induction hypothesis the message can b
broadcast to all nodes of §; and S, in k time units. Hence th
broadcast to S is completed in k + 1 time units, and therefor:
the theorem follows by induction.

Execution of BROADCASTI(1) is quite simple sincc
each active node only needs to check its unsafe and fault list:
as many limes as 1 appears in the received control word. The
length of the unsafe or fault list is no greater than one since
each active node can have at most one unsafe or faulty neigh-
bor.

We now describe a second broadcasting algorithm, called
BROADCAST2(1), derived from BROADCAST1(1). This
algorithm can broadcast messages from any noe-faulty node,
and so is nct restricted to active source nodes. When the
source is active, BROADCAST2(1) reduces to BROAD-
CASTI1(1). When the source is unsafe, BROADCAST2(1) first
sends a message (0 an active neighbor connected by the link
with the smallest index. The active neighbor node then starts to
broadcast using the same strategy as BROADCASTI(1) except
that no message is sent back to the original unsafe source.
Figure 11 illustrates how BROADCAST2(1) works in a faulty
Q, with an unsafe source node 0100.

2
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<0111 0100 N
1100 555 7000 SoURCE L3 1 0000
3
« N
<0101> <0101>
<0001>
1010 |, <«0001> 0010 |o
1110 0001,
s s S s
proves vl s 00] 0101 <0100>
110 1001 0001
<0000> /<0000>
'<0000> "<0000>
1111 Tote 900 0011

Figure 11. Broadcasting a message from an unsafe source node
using BROADCAST2(1).

Theorem 6: BROADCAST2(1) broadcasts a message from
any non-faulty node to all non-faulty nodes within 2 + 1 time
units, provided that Q_ is not an unsafe cube.

§. Conclusions

We have presented some novel routing and broadcasting algo-

rithms for faulty hypercube computers. They rely on giving
each node limited information on the status of nodes in some

_ defined neighborhood around it. The unsafe node concept was

introduced and shown to simplify routing decisions in many
instances. When the number of faulty modes in Q@ is no
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greater than [n/2], the ROUTE3(1) algorithm can transmit mes-
sages via a path of length no greater than the minimal path
length plus two. Broadcasting can be achieved within n + 1
ume units. The main advantages of the routing and broadcast-
ing techniques presented in this paper are their bounded delay
and their simplicity.

The foregoing results can be readily extended to accom-
modate link failures. For this case, we can modify the
definition of unsafe node as follows. A noa-faulty node is
unsafe if it either has at least twc faulty or unsafe nearest
neighbors or is an end-ncde cf a faulty link. This modification
guaiantees that the end-nodes of a fauity link are unsafe. The
newly defined unsafe nodes still form a set of disjoint unsafe
subcubes. If ROUTE3(1) is modified such that po message is
passed through faulty links, then Theorem 4 holds for hyper-
cubes with faulty links. BROADCAST2(1) does not permit
unsafe nodes to send out messages to its unsafe neighbors.
Hence no messages can pass through faulty links, so Theorem
6 can also be directly extended to hypercubes with link
failures.
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Appendix: Complexity of FIND_UNSAFE

In the following we coasider the complexity of algorithm
FIND_UNSAFE (Figure 5). Each node leamns the states
(active, faulty, or unsafe) of all of its mearest neighbors by
checking with the non-faulty ones. A complcte check of its
neighbors by one node is assumed to take nc communication
time units, where n is the cuhe dimension and c is a constant
depending on the (average) number of message exchanged with
each neighbor during the checking process. FIND_UNSAFE
marks ail unsafe nodes in Q_ by a sequeice of check sicps r =
1, 2...., each of duration nc. Figure 12 illustrates the execution
of FIND_UNSAFE by @, with the three indicated faulty nodes
present. The number inside each unsafe node indicates the
time ¢ at which the node & marked ucsafe because of the
neighboring faulty or unsafe nodes. Nodes 0100 and 0010
become unsafe at ¢ = 1, since each has two faulty neighbors.
Now nodes 1100 and 0101 kave both faulty and unsafe neigh-
bors causing them to be marked unsafe at r = 2, and so on.

7100 1000 j 0100 0000

1010 o110 | 0010

1110

1101 1001 0101 0001

111 1on o111 oon

Figure 12. Sequence in which nodes in a faulty Q, are marked
unsafe by FIND_UNSAFE.

To determine an upper bound on the execution time of
FIND_UNSAFE, we consider the following worst-case situa-
ton. Let Sy g, Syo and §;, be subcubes of dimension m
that are connected to form an (m+2)cube. Assume that at
some time 7, subcube S, becomes unsafe, S, and §,, have no
unsafe or faulty nodes, and §,, has one faulty node x but no
unsafe nodes. Since the distance between S, and x is two,
then at 7 + 1, one node is marked unsafe by FIND_UNSAFE in
each of Sy, and §,, say x; and x,. respectively. Note that
sinccachnodeinsmmdsl,ohsanunsafeneighborinsw
the nodes connected to X, of x, in Sy, and S, should be
marked unsafe at ¢ + 2. Thus x; and x, act as “seed” nodes in
their respective m-subcubes, 30 that m time units after they are
marked unsafe, all non-faulty nodes in Sy, and S, have been
marked unsafe by FIND_UNSAFE. At most one more time
unit is needed to make S, unsafe after S and S, become
unsafe, since each node in §); bas an unsafe neighbor in S,
and 5,4

The foregoing argument leads to the following recursive
formula for the worstcase time B, required to mark an unsafe
m-subcube:

Bpoy=8p +m +2

Rewriting this with n = m + 2, we obtain 8, = B,_; + n, which
bolds forcvenn.wbemn24,and32= 1. Bnca.nbefunher
rewritten in the following closed form.

B.=n¥4+n2 -1



Whea 7 is odd, we can construct an upper bound B, as
follows. First partition the odd-dimensional cube Q, into
two even (n-1)dimensional subcubes S, and §,. It takes at
most (n—1)4 + (n—1y2 — 1 time units to mark onc of these
sibcubes, say §,, unsafe in the worst case. Then to make S,
unsafe, there must be at least one faulty node residing in S,.
Assume this is the case and that the non-faulty nodes in §, are
to be marked unsafe. It takes at most n - 1 additional time
units to make S, and therefore Q,. unsafe. Hence

B, =(n=1Y4+ (=102 -1+ (-1)=n¥4 +n -9/4

Thus we conclude that B, = n%4 +n/2 -1 when n is
even, and B, = a%4 + n — 9/4 whea n is odd. Note that 8, is a
tight bound whca a is even, but not when 7 is odd. Since we
assumed that each time umit is of duration nc, the execution
timeofFlND_UNSAFEistlmdedlbovebym:B.beme the
communication complexity of FIND_UNSAFE is O(x°),

We also observe that the least number of faults needed to
make an O_ unsafe is [n72 +1]. Figure 12 shows such an
example where n=4 and [n22+1] =3 fanlts cause Q, to
become unsafe.
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